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Chapter 1 Windows 2000 Permissions

Setting permissions in Windows 2000

he contents of the ‘PDG_Cart’ directory must have “Read,” “Write” and

T “Delete” permissions set. If your ISP or site’s host does not have a way

for you to set these yourself, you should contact them for assistance and
provide them with the following settings information.

If you are setting the permissions yourself, follow the steps below. Note that
you will have to set different permissions for different directory folders and
files.

Internet User Configuration

From your desktop, click on Start -> Programs -> Administrative Tools -> Com-
puter Management. Expand the ‘System Tools’ folder, followed by ‘Local
Users and Groups.’

Double-click on “[computer name] Browsers” in the right-hand pane of the win-
dow. Verify that “IUSR [computer name]” is listed as a member of this group.
If it is not present, then click ‘Add.” Now locate the “IUSR [computer name]”,
and double-click it to add. Finally, click ‘OK’ to finish setting the user configu-
rations.
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Figure 1-1 Windows Internet User Configuration

Permissions

Right click on the ‘My Computer’ icon (or go to your host root directory) and
select ‘Explore.” This action will open Windows Explorer. Locate the ‘inetpub’
folder, then the ‘“wwwroot’ folder in its subdirectory.

Click on the ‘wwwroot’ folder and locate the ‘cgi-bin’ folder. Right click on it
and select ‘Properties.” The following screen will appear.

cgi-bin Properties ilﬂ
General | Wb Shasing | Sharing | Secuiiy |
e
Icgi-bin
Type: File Folder
Locaton: C:\lnetpubwsvwoot
Size: 303 MB [3.243.870 bytez]
Size on disk: 3,42 MB [3.596.280 bytes)
Containg: 130 Files, 19 Folders
Crested: Menday. June 05, 2000, 306:35 P
Attrbites: [~ Read-only Advanced.,.
™ Hidden
I =

Figure 1-2 CGI Directory Properties
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Click the ‘Security’ tab. The following screen will appear.

cgl-bin Properties 1S

General | Web Sharing | Shaing  Secuity |

Name Add...

ﬁ ESCHER Adming [ESCHERMESCHER Ad...
€7 ESCHER Aulhrs [ESCHERVESCHER Au.. __Femove |

[ESCHER'ESCHER E...

Parmizsios: Abw  Dery
Full Contiol O O
Medily m| O
Read L Execute = O
List Folder Conterts =] O
Fead = O
Wiite O O

Advanced.. I

r Aoy inheritable peemissions from patent o propsgate o this
object

I OF. I Cancel

Figure 1-3 CGI Directory Security Properties

Click on the Browser group in the top frame of the window, as indicated above.
You must check the ‘Read & Execute,” ‘List Folder Contents’ and ‘Read’ boxes as
indicated above.

Note: Do not check the Allow inheritable permissions from parent to propagate
to this object’ box. If this box is already checked, you must de-select it. A pop-up
dialog will appear from which you will need to select the ‘Copy’ option to pre-
serve your settings.

Once this has been done, click the ‘Advanced’ button. This will produce the fol-
lowing window.
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Access Control Settings for cgi-bin 2l x|

Peimissions | Auiditing | Qe |

Permission Entries:

Tupe | Mame | Permizzion | Apply to |
T dllow  ESCHER Adming [ESC..  Full Contral Thiz folder, subfolders and files
T dllow  ESCHER Authors (ESC..  Read &Exec..  This folder, subfolders and files

n  ESCHER Br [ES... Modify Thi folders and files

Add... Remave ‘Wiew/Edi...

Thiz permizsion is defined directly on thiz object. This permizsion is inhented by child objects.

[ &llavs inkeritable permissions from parent to propagate to thiz object

r Fieset permissions on all child objects and enable propagation of inheritable

PEMISSions.
] I Cancel Spply

Figure 1-4 CGI Directory Access Control Settings

Click on the Browser group for your Web server, “[computer name] Browsers.”
Next, make sure that the two check boxes on the bottom of this window are con-
figured as shown above. Once you have done this, click on the “View/Edit...” but-
ton. The following screen will appear:

Permission Entry for coi-bin 2xl
Object |
Name: [ESCHER Browsers [ESCHERVESCHER
Apply onta: |This folder, subfolders and files j
Permigsiong: Allowy Deny
Traverse Folder / Execute File [H] d
List Folder / Read Data ]
Read Attibutes O
Read Estended Attributes a
Create Files / Wwrite Data a
Create Folders / Append D ata a
‘wirite Attibutes ]
Wiite Extended Altributes ]
Delete Subfolders and Files ] ]
Delete ]
Fiead Pemissions a
Change Permissions a o —
T ake Dwrership | | ﬂ

r Apply these permizsions to objects and/or Clear Al |

containers within this container only

ok | Catcel |

Figure 1-5 CGI Directory Permissions
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Next, enter the configuration settings as shown above. The setting for the ‘Apply
Onto’ field should be set to “This folder, subfolders and files.” It is important that
you configure all of the “Permissions” boxes as indicated and leave the rest blank.

Finally, the last check box “Apply these permissions to objects and/or containers

within this container only” should be left blank.

Once the permissions have been set for your CGI directory, click on the “OK”
button. In the next window, click “Apply,” followed by “OK.”

Now, we will set the permissions for the ‘PDG_Cart’ subdirectory within your
CGI directory. Locate the ‘PDG_Cart’ directory on your Web server, right click
on it and select “Properties.” Click on the Security tab to display the following
window:

PDG_Cart Properties ] 2

Gereral | 'Web Sharing | Sharing Secuily |

[ ame | Add..
€3] ESCHER Adwing [ESCHERMESCHER Ad...
€T ESCHER Authers (ESCHERMEGCHER Au.  __1omoe

L SHESCHER Browsers [ESCHER\ESCHER B...

Parmizzions: Alow  Deny

Full Contral

Maodiy

Read & Execute
Lizt Foldar Conterts
Read

Tefrke

EEEEEO
oooooa

Additional pemissions are present but not
Advanced.. viswable here. Prezs Advanced lo sea them

r Allow inher#able permizsions fram patent to propagate Lo this
obiec

[ ] I:anccll Eoely

Figure 1-6 ‘PDG_Cart’ Directory Security Properties

Enter the settings as shown above. Again, make sure that the check box at the bot-
tom of the window is NOT checked. Then click on the “Advanced” button.
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Access Control Settings for PDG_Cart gl JE3|

Permissions | Audting || Qe |

Pesrnission Erdnes:

Tope | Name [ Pesmvizsion | Apply to |

uAlow ESCHER Admins[ESC.. Ful Contiol  This folder, subfoldsss and fles

FuAlow  ESCHER Auhors [ESC.. ReadtEwec..  This folder, subloldsss and fies

Fuhlow ESCHER Browsers [ES.. Special This fokder, subloldars sed fes
Add.., Remove Wisw/Edit...

Thiz pemizsion it dafired deecly on this obgect. This paimnizsaon iz inherited by child objects,

™ Allow inhestable pemmissions From parent ta propagate to thiz cbject
f Pesel pemizsions on all chid objects and enable propagation of inheritable
peirizsions.

Ok | Cacel | A |

Figure 1-7 ‘PDG_Cart’ Directory Access Control Settings

Ensure the above settings have been configured. Next, click on “[computer name]
Browsers,” and click “View/Edit....” The following screen should appear:

Permission Entry for PDG_Cart 2lx|

Dbject |

Mars: [ESCHER Browssers [ESCHERMESCHER

Apply onte: | This folder, subfokters and fles =l

Pamizsions:

Trawersa Folder / Execube File

Lizt Folder / Alead Data

Resd Allrbutes

Read Extended Athibutes

Create Fles / wiite Data

Cieate Folders / Append Data

Wwiibe Altributes

“wirite Extended Athibutes

Diedete Subfolders and Files:

Diedate

Read Permissions

Chargs Permissions

Take Dwnership

r Apply these permissions to objects and/ce
conltainers wilhin this container ank

g

L

I:II:IISIEIEIISIEIISIISIEIISIEIEE

OO0OoOooooooooad

!

ok | Cocel |

Figure 1-8 ‘PDG_Cart’ Directory Permissions

Once the permissions have been set for the ‘PDG_Cart’ directory, click on the
“OK” button. In the next window, click “Apply,” followed by “OK.”
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Now, we will set the permissions for ‘CartConfig’ directory. Locate that directory

with Explorer, right click on it and select “Properties.” Next, click on the “Secu-

rity” tab to display the following window:

CartConfig Properties 21xl

General | Web Sharing | Sharing  Securty |

Name | add. |
€7 ESCHER Admins (ESCHERMESCHER Ad..

€T ESCHER Authors [ESCHERAESCHER Au.. ﬂl

CHER'ESCHER B...

Permissions: Allowe  Deny

Full Contral

I odify

Read & Execute
List Folder Contents
Read

‘wiite

Advanced.. |

r Allow inheritable permizsions from parent to propagate to this

object
Ok I Cancel Apply

OoEOooon
oooooo

Figure 1-9 ‘CartConfig’ Directory Security Properties

Enter the settings as shown above. Again, make sure that the check box at the bot-
tom of the window is NOT checked. Then click on the “Advanced...” button.

Access Control Settings for CartConfig 2 x|

Permizzions | Auditing | Owarer |

Permizzion Entries:

Type | Mame I Permission I Apply to |
%}, Allow  ESCHER Admins [ESC...  HRead & Exec..  Thiz folder, subfolders and files

% Allow  ESCHER Authors [ESC...  Read & Exec..  This folder. subfolders and files
ESCHER B [ES...

This folder, subfolders and files

Add... Remove Wiew/Edit...

Thiz permizsion iz defined directly an this object. This permizsion is inherited by child objects.

[ &llow inheritable permissions from parent to propagate to this objest

Hese} qermissions on all child objects and enable propagation of inheritable

permigsions.
kK I Cancel Apply

Figure 1-10 ‘CartConfig’ Directory Access Control Settings
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Ensure the above settings have been configured. Next click on “[computer name]
Browsers,” and click “View/Edit....” The following screen should appear:

Permission Entry for CartConfig

Object |

M arne: |ESCHEH Browsers (ESCHERSESCHER

Apply anto: IThis folder, subfolders and files

Pemnizzions:

=3

Traverse Falder / Execute File
List Folder / Read D ata

Read attributes

Read Extended Atributes
Create Files / \Write D ata
Create Folders / Append Data
wirite Attibutes

Write Extended Attributes
Delete Subfolders and Files
Delete

Read Permizsionz

Change Permissions

T ake Dwhershio

Apply these permizsions to objects and/or
cohtainers within this container only

JOoEO00O00O00EEEO

L

< |

JoOoOoooooooon

Clear all |

| Cancel |

Figure 1-11 ‘CartConfig’ Directory Permissions

Once the permissions have been set for the ‘CartConfig’ directory, click on the
“OK” button. In the next window, click “Apply,” followed by “OK.”

Next you must configure the IIS 5 settings.

Internet Information Server Settings

To set the appropriate IIS settings, follow the steps below.

From your desktop, click on Start -> Programs -> Administrative Tools -> Internet

Service Manager

The following screen should appear.
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?'i Internet Information Services ;IQIEI
| action  view |J<=»||X|@|JE|’-" |
Tree I Marme | Path I
% Inkernet Information Services o~ DPDG—F"UC“DH
B B * sscher CArpG_mal
@ dema E Auckion, exe
-8 Defaul Web Site 8] AuctionLog.exe
-- Scripts E blat.exe
-- 1I5Help a CreateDB.exe
F-§%8 115 Admin E mallconfig. exe
F-{%5 T155amples a mshopper.exe
" M3ADC 8] mshopperlog.exe
G _wti_bin 8] pdgdb. carf
G FBerver 8] PNTrans.exe
g PESData
- Prinkers
- g cgi-binz ]
% POia_Commerce
-] anywheres
=8
{:I CommiZonfig
(] Folder Settings
{:I images
{:I MalliConfig
- MikeScreens -
4] ' | » 4| | i
| |

Figure 1-12 Internet Information Server Settings

Locate the Default Web Site folder, then the CGI directory.

Right click on the CGI directory and select “Properties.” The following screen

should appear:

cgi-bin Properties

Directory | Documens | Directory Secusity | HTTP Headers | Custom Enors |
When connecting Lo this resource, the contert thould come front
% The designated diechory

€5 1 sheee bocated lon another complter
& eduection to a UAL
Local Path: [vegitin
I Scrpt sotece acoess W Logvisits
™ Read [+ I this resource
I ‘white
™ Diectory biowsing
Apphcation Sethngs
Apphicstion name: |¢:g-b'r- Remove I
Staifing paint: <Dedsh Web Sitexheghbin
Ewecute Permissions: | Scrpls and Exacutablies =]
Apphcation Protectior: [ Medum [Pocted] =] Wrizad |

2|x|

Co ] o | |

Figure 1-13 CGI Directory Settings for IIS
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Enable ONLY the settings shown on the sample screen. Next, find the
‘PDG_Cart’ directory, and enable the same settings as indicated below.

Note: There should be a few small differences between the picture and your set-
tings. See below for information.

PDG_Cark Propertics 7 x|

Directory | Documents | Diectory Secuity | HTTP Headers | Custom Exrors |

‘When connecting to this resouice, the content should come inom:
% The designated diectory
{" | & ghare looated on anothor competer
" A redirection 1o s URL
Local Path: |cgibin\FOG_Cat
[T Scept source access ¥ Log visitz
I™ Read W Indax thiz iesowce
I white
I Dieectory biowzing
Apphcation Settings
eI e I"-;"' : Craale |
Starting poink < Diaifault \web Sikex\cgibin .
Execute Pemizsions: | Sciipts and Exscutables =l —I —
Apphcation Frotection |':¢.ﬂ am [Pooled d Irfapd I

ok | coeed | s | He |

Figure 1-14 ‘PDG_Cart’ Directory Settings for IIS

This completes your permissions settings for PDG Shopping Cart when being run
on a Windows 2000 server.
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